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Cybersecurity/GRC Analyst
iamryankershaw@gmail.com | 267-408-2034
iamryankershaw.com | linkedin.com/in/iamryankershaw

Cybersecurity and GRC professional focused on PII protection, technical control assessments, and defensible evidence collection in compliance-driven environments. Experienced in partnering with system owners and cross-functional stakeholders to validate security controls, support audit readiness, and ensure regulatory alignment with frameworks including NIST, ISO 27001, SOC 2, and HITRUST. Strong background in evidence-based compliance execution, access governance, and remediation tracking across enterprise systems.

EXPERIENCE
IT Security & Compliance Administrator
TRC Insights LLC – Fort Washington, PA | 2024 - Current
Support protection of PII and PHI by developing and enforcing security policies aligned with NIST 800-53, ISO 27001, and WCAG. Lead compliance initiatives focused on technical control assessments, defensible evidence collection, and audit readiness, partnering with system owners and engineering stakeholders to validate controls and resolve gaps.
· Lead annual HITRUST assessments by coordinating cross-functional teams and collecting defensible evidence to support technical control validation and reduce audit findings YoY.
· Implement and manage TPRM program with risk-based vendor segmentation, ensuring compliance documentation, contract artifacts (MSA/BAA/NDA), and evidence retention requirements are consistently met.
· Develop and maintain security policies, including AI Governance aligned to NIST 800-53 and ISO 27001, translating requirements into structured control artifacts and operational procedures 
· Serve as Chair of the Information Security Management Committee, facilitating governance reviews, coordinating walkthroughs with system owners, and driving compliance execution across stakeholders 
· Manage access controls protecting PII/PHI, performing data review and cleanup activities using FileLocator Pro to support control validation and defensible audit evidence 
· Deliver security awareness training via KnowBe4, improving user compliance behavior and reducing phishing failure rates by 85% through targeted control education 
· Maintain and evaluate GRC automation tools (Vanta, Drata) to improve audit readiness, evidence quality, and control tracking efficiency 
· Administer security platforms (KnowBe4, ServiceDesk, Salesforce) supporting access governance, compliance workflows, and technical evidence collection across enterprise systems

Jr. System Administrator
CMC Energy Services – Fort Washington, PA | 2021 - 2024
Supported IT operations and security across 400+ users while contributing to SOC 2 audit readiness, access governance, and control testing activities in a regulated environment.
· Supported annual SOC 2 Type I & II audit processes by coordinating evidence collection, documentation review, and control testing support activities 
· Administered Active Directory, Azure AD, and M365 environments, ensuring secure access management and supporting identity-related compliance controls 
· Monitored and maintained system security tools (Qualys, ManageEngine, Kaseya VSA), assisting with vulnerability tracking and remediation workflows 
· Collaborated with MSP and internal stakeholders to support multi-site infrastructure security across 6 locations 
· Created and maintained IT documentation supporting audit evidence requirements, access requests, and control procedures 
· Provided Tier 2/3 support for access issues, MFA, and account provisioning while maintaining compliance with internal security standards

Business Development Assistant
CMC Energy Services – Fort Washington, PA | 2016 - 2021
Supported executive operations and digital systems while managing documentation, workflows, and internal communication platforms.
· Led implementation of ResourceSpace DAM system, including configuration, documentation, and user training 
· Supported executive teams in RFP development, documentation, and client-facing deliverables requiring structured information management 
· Managed company websites, email systems, and digital content platforms ensuring data accuracy and controlled access 
· Produced internal communications and reporting materials requiring consistent documentation and information governance

EDUCATION
Bachelor of Science, Information Technology Management
Western Governors University, 2023 – Present (In Progress)
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